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Question one7 Marks 

Q1- List all of the fire accident classification classes. Find at least three different fire extinguishers (do not touch them) and document their location. What fire accident classification class they can be used for? Write down the travel distance of each of them based on their classification classes.

	Fire classification
	Fire extinguishers
	Used For
	Fire extinguishers 
location
	Travel distance

	[image: ]
	Halon, 
Dry Powder
Water
Foam
	Ordinary combustible materials:
wood, cloth, paper, etc.
	Should be allocated in a place where the extinguisher can be reached rapidly. 
The best place is near a door leading to a assembly points

	30m

	[image: ]B
	Dry Powder
Foam
Carbon Dioxide
	flammable liquids:
oils, greases, etc.
	
	10m
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	Dry Powder
	electrical equipment:
overloaded surge
	
	30m
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	Foam
	Combustibles metals:
titanium, magnesium ,etc.
	
	Depends on case
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	Carbon Dioxide
	flammable gas
	
	10m


Source :
 http://www.expatch.org/2016/03/17/fire-extinguisher-scam-and-fire-prevention-month-2/
[bookmark: _GoBack]https://www.firesafe.org.uk/portable-fire-extinguisher-general/

Question two 5 Marks 

Q2- What is Data Destruction? List and explain the Data Destruction Categories using your own words.
	Data Destruction 
	Ensure that any electronic storage media (ex. hard drive, flash drive ) which used to store sensitive information and it’s no longer needed is completely destroyed and information cannot be retrieved or recovered in any way.

	Data Destruction Categories
	1- Disk wiping
Overwriting all hard drive sectors several times and fill the hard drive with random data to ensure it is cleared. 
This method is:
Inexpensive , Time consuming , You can use and recycle hard drive 

2- Disk Degaussing https://www.youtube.com/watch?v=_YxYezu4E58
Reset data on magnet drive to zero by using strong magnet who randomize the alignment inside drive. This mean all data are gone and you got new hard drive state. 
This method is:
Expensive  , You can use and recycle hard drive 
  
3- Disk complete distraction
Totally destroy the hard drive, and you can’t reuse or even sell the drive. This is easy and grantee no information can be recoverable.
This method is:
Easy , You can’t use and recycle hard drive 
 
Example: 
1- Disk DRILL https://www.youtube.com/watch?v=NhyU6jGN4wU
2- Disk Shred https://www.youtube.com/watch?v=jvwXGaVNchQ
3- Disk Melt https://www.youtube.com/watch?v=L0bcNm1gfpU  



[bookmark: _Toc321140622]Question three4 Marks 

Q3- What are the common Standard Operating Procedures (SOPs) formats. What are the criteria to choose the right format?
	Common
(SOPs)
formats
	1- Simple step
Great for procedure that has little or no decisions to be and contains few straight forwards steps. 

2- Graphical
Great for procedure which could be misunderstood and need few decisions to be made and contains many steps 

3- Hierarchical
Great for procedure that need few decisions to be made and contains many steps.

4- Flowchart
Great for procedure that need more decisions to be made and contains few or many steps.

	Criteria to choose the
Right format
	Two factors determine what type of SOP to use:
1- If the process or procedure has many decisions to be made which will change the operations depending on situations

2- If the process or procedure has many steps or not.
	SOP Recommended format
	Many Decisions
	Many Steps

	Simple step
	NO
	NO

	Graphical
	NO
	YES

	Hierarchical
	NO
	YES

	Flowchart
	YES
	NO/YES






[bookmark: _Toc321140623]Question four4 Marks 

Q4- What is the difference between data replication and data backup?
	Data replication
	Data backup

	· Make copy of data then move it to other storage location on real time.

· Expensive to setup and maintain 

· Focus on business continuity

· Make copy of critical applications that must be functional.

· relies on frequent data copy 
	· Make copy of data and store it .Then restore it to its original location.

· Less expensive to setup and maintain

· Does not ensure business continuity

· Make copy of everything


· relies on snapshots (copy data set at certain time) 
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