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[bookmark: _Toc321140622]Risk Assessment 5 Marks

Q1- 
i. Define each of the following terms: inherent risk, threat, threat source, vulnerability, likelihood of occurrence, impact, and residual risk.
 ii. Consider the threat of obtaining unauthorized access to protected customer data, identify the resulting impact of the threat.  

	i ) 

	Term
	Definition

	inherent risk
	The amount of hazard before we implement the security measures.

	threat
	Unwanted outcomes from CIA ( confidentiality, integrity, availability) due to illegal practices against information security like unauthorized use or disclosure, unauthorized or accidental modification and damage or destruction.

	threat source
	from where a threat might comes:
1- intentionally make unfair use of vulnerability 
by (criminal, terrorist, hacker, mad employee)

2- Accidentally trigger a vulnerability in some situation 
like (undocumented process, accidental or unintentional behavior)

	vulnerability
	Any deficiency that might be used by a threat source to impact the security. ( physically, naturally, technically, human factor )

	likelihood of occurrence
	The odds for some threat or hazard to occur based on the level of exploiting a vulnerability

	impact
	The significance of damage

	residual risk
	The amount of hazard after we implement the security measures.



	ii ) 

	[bookmark: _GoBack]1-    Reputational Harm ( public get a contrary idea)
2-    Financial Harm ( cost of discovering the breach and fix it, losing  revenue ) 
3-    Regulatory Harm  ( violation of law, penalties )



[bookmark: _Toc321140623]Asset Management	 5 Marks

Q2-
 A law enforcement organization managing extremely sensitive investigative information determines that the potential impact from a loss of confidentiality is high, the potential impact from a loss of integrity is moderate, and a low potential impact from a loss of availability. 

i. How is the information categorized according to Federal Information Processing Standards - 199(FIPS-199)? 

ii. Write down the resulting SC for this type of information as per FIPS-199 standard.

	i ) 

	· Low 
· Moderate 
· High Security 



	ii ) 

	SC investigative information = {(confidentiality, HIGH), (integrity, MODERATE), (availability, LOW)}  












Information ClassificationMarks 4

Q3- 
i. The system to classify data in non-government organizations (i.e., private sector) does not has any formalized system. Justify. 
ii. Also, list the non-government classification level.

	i ) 

	Because there are no legal standards explicitly created for a non-government sector. The privet sector have the freedom to use the classification they desire based on the sensitivity of the data they have.

For example; at my work we use the following data classification: 
* Non-Business use, * Public, * Company General use, * Confidential, * Government Confidential.



	ii ) 

	The common non-government classification are:
· Protected 
· Confidential
· Internal use 
· Public





	
Employee Life Cycle6 Marks

Q4-
i. List the stages of employee lifecycle?
ii.  What can a potential employer learn about you from your social media activities?
iii. Provide an example related to this idea: 'job interview is a perfect foot-printing opportunity for hackers and social engineers attack'.

	i ) 

	· Recruitment 
· Onboarding 
· User provisioning 
· Orientation 
· Career advancement 
· Termination



	ii ) 

	1. Evaluate your character, personality, and behavior
2. How you are presenting yourself professionally 
3. If you can fit the employer job culture
4. Your qualifications & skills
5. Your opinion



	iii ) 

	1- A company posts a job offer online through the social network with detailed information about organization services, locations, products and recruitment manager business contact and email address. 

Hacker can use such information to create fake email about similar services and send it to recruitment manager as a phishing email.

2- The employer did not do much background check about me. They invite me to an interview and because they are excited they start giving me a tour around their facility.

A hacker can collect information about the facility while he is walking (surveillance system, technology used, location layout, any other valuable information)





image1.png
aigislllageulldzalal

‘audi Electronic University





